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Abstract - This paper discusses the possible reasdar the
employees to accept or not the security policieplemented in their
organizations. This is something that every orgaatipn must be
aware of because a great percentage of the atteaes originated
from the inside by an employee who —consciouslyinconsciously-
is not following the procedures and standards thtte policies
described. This information will be useful to therganizations to
help them to protect one of their main assets, data
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[. INTRODUCTION

“Security policies are IT responsibility”. “They bnexist to

make work even harder”. “There is no reason tafelthem,
everything will be the same”.

The previous statements could be common to the dfea
when it attempts to introduce a new security poiiide the
organization. Change resistance, ignorance or ferdifice
could cause a rejection toward it, without givibhghie chance
to prove its value.

For any organization, the decision to implementeausity

policy and obtain the compliance of its employedh vit

could have a huge impact. But, why is so importanbe

aware of all of this?

CSI/FBI point out that 72% of organizations repdrta

security breach in 12 months and a 52% a non-aattbuse
of the computer assets. [25].

Previous studies about information security, suggt 91%
of the employees frequently fail with actual coraptie with
the security policies of the organization [20].idtestimated
that American organizations lost $63 billion evgear due to
employees’ abuse on the Internet. [3]. Most of 7@fdhe

employees would be willing to divulge their computey

password for nothing more than a chocolate bar. [23]

All of these data offer a brief perspective aboowvhserious
for an organization could be not to have securdlces and
the compliance of its employees towards them.

For that reason, this study pretends to identiéyrttain factors
involved in the success or failure
compliance with a security policy.

The next section presents a brief history abouthheats and

in the employee

PhC Juan Mejia Trej
ivehsidad de Guadalajara
uanmejiatrejo@hotmail.com

II. BACK GROUND

Information security history starts with computezcasrity,
which arose during World War Il when the firsts nfeames,
developed to break communication codes where #gd |

At the end of 60’s the Defense Advanced Researcieéts
Agency developed a computer experimental network to
exchange military information, it was called ARPANE
(Advanced Research Project Agency NETwork). However
the first security problems appeared immediatehe Temote
user sites do not have enough controls and safégutar
protect the information from non-authorized us@&s) |

On 1970, theSecurity Controls for Computational Systems
report was published, which recommendations guidgeat
number of programs dedicated to protect -classified
information and to establish standards for itsgxtion [19].

At the same decade, the DOD (Department of Defense)
sponsored additional researches focusing on sgquolicies
model development [19].

In 1983, the standard TCSEC (Department of Defdingsted
Computer System Evaluation Criteria) was published,
commonly known as Orange Book, which describes
evaluation criteria that is used to establish sgclgvels in a
particular system. From it, European standardsIT&EC and
international standards like ISO/IEC 17799 were efigyed
[19].

In the last years technology development has iseca
considerably; devices allow connecting to netwotkaay
given time and place, entertainment and storageianeith
huge capacity. Nevertheless, they came with bigrinétion
threats that have grown up and evolved at the spmed.

The emerge of threats which compromise the confiialéy,
integrity and availability of information has prdwed the
evelopment of a wide range of technology, processe
devices and security standards, from hardware fiikevalls
and IDS- and software —as antivirus and antispam- t
international standards as 1SO17799 or BS13335,ctwhi
purpose is to guarantee information security.

Among these tools we find security policies. Inittemplest
form can be defined as high level documents whiaipgse is

to be a guide inside the organizations to estaldlistrics that
must be applied to protect the information.

computing security evolution to highlight the segupolicies g “eyen with these tools, organizations couldtievictims

importance;  in additior! some back ground a_bout P8t their own weaknesses and suffer the consequeates
researches that described employees’ behavior m"’a{nternal and external attacks

security policies.
The rest of the paper is presented as follows: rédsearch
model and data collection

conclusions about the research.

The solution to this problem is subject of discasshetween
security professionals. A possible solution is tmtlaunch

instrument - and finallye thyq 15 against a security threat problem, but torap security

processes and people around the technologies that t
organization already has. [25].



Almost all the attacks that the organizations suffame from
the inside. Therefore, if the employees receive pheper
training on how to protect the information based the
security policies established, the number of pnoisleelated
to security will be diminished.

Is important for the employees to be aware of theng
doings, and its consequences; the more informatiey have
the more comprehension about their purpose couldego a
better results.

lll. SECURITY POLICIES AND HUMAN BEHAVIOUR

Security is based on people. “If you think thatiealogy can
solve security problems then you do not undersfaontlems
or technology”.[24].

A security policy is a high level document that egses the
way in which an organization has to protect theaddthey
should be interpreted and supported by standardsggures
and guides [24]. The policies have to follow the ARTE
rule, which means, Specific, Measurable,
Realistic, Traceable and Enforceable [14].
According to norm PN-I-13335-1:999%he security policy of
an institution in the field of IT systems: prin@p) directives

be as bad as not to have any security policy attdias to be
considered that these documents will be read bplpesho
are not security experts, that is why the excessise of
technical words that could make them difficult taderstand
have to be avoided. Besides, it is necessary thrgogh them
frequently to ensure their effectiveness, espsgcibBcause
new systems and technologies are developed aspiggd and
the user needs change [5].

Also, the security policies must not evolve inteatganized
and complex documents which employees are afraicad
because they are impossible to understand and dpply
These documents must be aligned to the businegsttoles
and goals, otherwise they could cause harm instefad
benefits.

Hagen (2009) points out the presence of some barthat
employees have to overcome before they can behave a
expected about the security policies. A barriethis lack of
knowledge and the incapacity to recognize the ptessi
security breaches.

Among the elements that are provided to the employe
help them to overcome these obstacles, are traamidgsome

Achievablether tools. However, sometimes these are not dnoug

because is necessary to know which factors arevaring in
the lack of compromise on people.
Nowadays education about information security ued on

and procedures, which determine how the resourcesteehnical aspects, security mechanisms and attabks;

including vital information — are being managed ofacted
and distributed within the institution and its I¥ssems [12].
Kevin Beaver (2010) points out that the first stefmplement
a security policy is to know all the organizatiésks, and who
will be affected once it is implemented. Besidespkasizes
the importance of not just consider simple thind&ke—
passwords or Internet use- while defining the catsteof a
policy, it is necessary to consider all the scesathat can be
helpful to improve the information protection.

The main purpose of security programs, policiesstaddards
is to protect the significant assets inside anawization,
specially: data.

It is important not to confuse security policiestwplans or
procedures; security policies only specify “howdi things”,
the other ones, point out how they should be impieied,
achieved and managed.

Organizations have very clear the value to investhtarket
research to identify customer needs, motivation |Hastyles;
but they fail to spend a similar time and money tbmeir
employees. But, is it not through employees that
organizational results are achieved? [26].

Privacy and awareness training about informatia@usty is a
challenge in every organization [24]. It is necegséo
consider all the risks that involve the fact of rwving a
security culture on every employee.

Everyone is responsible for security policies, nggmaent,
manufacturing, staff, IT and Human Resources, Eeteryone
has to know and apply them; otherwise they will eqpdas
documents which anybody knows.
development process, distribution and employeesiramess
about them have to be high level priorities [7].

It is important for each security policy to be eagy
comprehend; to be clear and simple from the veginmng
and also define its scope and purpose [7]. Othervitisvould

computer security education could benefit from tidihg
more subjects and ideas from economics, ethicgnizgtion
theory and psychology [8].

Blanke (2008) studied the factors that intervene on
computational abuse intentions from employees, wmainly
are: attitude, security policies awareness and-efétfacy;
being the first and third the ones that proved aweha real
bond.

Intentions have been recognized as the main eleafieuncial
Psychology [3]. In addition, there are more inténgsfor the
psychologists than any other social motives becadigbeir
main role on the direction and channeling of socahduct
[4].

The attitude that an employee has towards seccaitycause
the compliance or not with it; studies made in Naywproved
that many times people behave according to imitatibtheir
coworkers of immediate boss, which suggests theitapce
of social influence in the security policies corapice [8].

In addition, behavior literature has recognized thiaserving
geople that is important to the employee tends ffecta
employee’s behavior [22].

The awareness purpose of security policies is thadry
employee needs to know what can be or cannot be [&jn
and the consequences for every action [22]. However
programs designed to motivate this have been gieffi in
practice, because employees understand the poliages
difficult to learn, inappropriate and freedom ritive [3].
Self-efficacy is defined as a judgment of one’satality to

Security policiesrganize and execute course of actions requiredoltow

certain behavior [3]. It refers not to the abiktief someone
but to “the judgments about what can or cannot dreedvith

them”. Some studies [3] provide evidence aboutfétoe that
self-efficacy affects the reactions from an indiuad to

technology.



Threats and vulnerabilities’ evaluations and thevesty

On the basis of all above information, the follogin

perception of them, have an effect on the empleyediypotheses are proposed:

intentions to follow the security policies [22].

According to the Protection Motivation Theory, alereent

known as Threat Appraisal, divided in Perceivecheudhbility

and Perceived severity, has influences on the emapls

intention to fulfill security policies. The formame refers to
the evaluation that the employee makes about thieapility

that a negative event will take place in the orgation if no

one takes measures to counter it. The latter onenepasses
both the physical and psychological harm a potEnltieeat

might cause for the employee and the organiza2@j. It is

necessary that the employees understand the hamtnath

security breach might cause, because if they areapable to
perceive this risk they would not be able to follavsecurity
policy as it is needed.

Information quality has been seen as decisive ntif)

factors that could affect the success of informrmatsystems
[18]. As mentioned before, it is of vital importandhat
security policies are made in a clear form thaivedl everyone
to understand them. The way in which information

H1: The intention to follow a security policy hatgluence in

the compliance.

H2: Awards have a positive effect on security pelc
compliance.

H3: Penalties to employees that do not follow ségcpolicies

have a positive effect on security policies comquia

IV. STUDY CASE

Even with all the technological tools that the arigations
have to guarantee their security information, ity is that
almost all of them are still suffering the consetpes of
security breaches.

There are many authors that coincide in the faet the
security must be based on, first of all, peopld2#[25];

however, literature also points out that this is glement that
ieceives less attention [7][26]. Statistics resudtow that

presented to the employees can influence on theal f more than 90% of the attacks and security problerasje

decision to accept or not what is established.

from the inside of the organization [3][5][20].

Two different approaches have been adopted by sothan organization realizes how important is thetipgation

organizations to encourage the security policigspi@nce on
their employees, each of them being the opposie fthe
other: penalties and rewards.

There are different opinions about these concepid, their
utility on the employee’s behavior. While some auth
mention the scanty efficiency of them, other saidt tif they
are used in a proper way, it is possible to obtlagtexpected
results. In summary: Not many organizations havenbable
to use monetary incentives as a reliable methothdmease
guality and quantity in manufacturing [13].

According to Siponen et al. (2010) the use of relwar
tangibles and intangibles- has an insignificantedff on
security policies compliance. In addition, it isffidiult to

generalize the rewards on a group of employeesausec
something can work for someone but not for the [t

On the other side, penalties; that can be a way@irtgmporal
or definitive suspension —depending on the graatythe
action-; have proven to be more effective to achid¢ke
security policies compliance [22]. When this meti®dsed, it
is really important that the penalties are appladediately
after the action is made.

Any other technique of approach adopted to motivhe
employees to follow the security policies, has a#et into
account certain conditions before results can laduated, like
the fact that the employees will need some timadjust to
the policies, to have access to them and all thgpat to
understand and apply them [18].

All the studies that have been discussed in thgepdave

of the employees on security and decides to adoptes
metrics to deal with this situation, which aspedutse to be
considered?

For all these reasons, this research has the purpbs
identifying all the elements that have some infeeemmn the
employees’ acceptance and security policies comgdia

V. CONSIDERATIONS

This study will allow the management levels of erigations
to know the factors in which they have to invesheiand
other resources to achieve a high level of commmitnfiem
the employees towards security policies.

The first step is to determine if the organizatitimat provide
IT services have a high level of acceptance arfdlifiuént of
security policies on their employees. If they areoived with
technology it is expected to have satisfactoryltesand even
higher that the ones of those organizations thatatchave a
lot of information about security.

If an organization has the commitment of the emgdsywith
the security policies, they could have a significd@crease in
the security breaches produced within them. Besidits will
be protected against different scenarios relateth Wwuman
beings or with nature.

The research is Ilimited to employees of
organizations, and to be more specific those lacateJalisco
state which main activity is related with IT.

been made on countries like: USA, England, Norwag aDue to the difference among cultures of every courand

Finland; however, none of them take in consideratiatin-
American countries; this research is planned forxikn
organizations, thus, some of the variables can hadiferent
impact on this society even though the result ffednt from
the rest of the countries.

even the different thoughts between states, thédtsesbtained
here cannot be generalized to a bigger population.
Another aspect to consider is the fact that thermftion type

that would be required from the employees could be

considered as sensitive and they could feel thmeaie
intimidated at the moment of response. For thisoraall the
surveys will be applied guarantying anonymous amnswe

Mexican



However, the risk of fear affecting the answers hase

Conceptual Definition: Purpose to do or achieve &n

considered when the surveys are created and agpigeevhen | objective [27].
the results are analyzed. Operational Definition: It indicates the purpose of doing
something and they are good predictors of thelrehhvior,
which could be affected by attitudes, self-efficaapd
VI. METHODOLOGY quality information [21].
Dimension Indicator Q Author
To prove the proposed hypotheses, a methodologiedtix | Attitude Social 1,2 Herath &
was designed based on the independent variablemntion, Influence Raghav (2009)
Rewards and Penalties, with their proper dimensiand Malcolmson
indicators. After that, this was the base to create (2009); Siponen
measurement instrument prototype that will be used Pahnila &
determine it these variables have an influence ba 1 Mahmood
compliance level for security policies. (2006); Siponen
This is a co-relational study because its purpsdse prove if a (et al. 2009):
relation exists between the independent and depénde Pahnila (et al
variables. 2007).
The measurement instrument consists of questionsetsure Threats 3,4 Malcolmson
the agreement or disagreement, conformity or ndfiocority Evaluation (2009); Pahnila
levels and similar subjects for every indicatorisitbased on (et al. 2007);
the Likert scale and statistical methods will bedito verify if Siponen (et al
the hypotheses are valid or not. 2006); Siponen
The sample consists of some organizations relatdd|Wv on (et al. 2010).
Jalisco. Table 1 shows the economic units thateitate has ["Seif-efficacy | Visibility 5, 6 Siponen (et al.
according to the data obtained by INEGI on the entn 2009): Siponer
census of 2004 [28]. (et al. 2006);
Siponen (et al
TABLE I. INEGI - ECONOMIC CENSUS 2004 2010):  Wilmot
Sector Economic Units (1987).
Computer, communication and/71 Conscious 7,8 Blanke (2008);
measurement equipment Dowell (2004);
manufacture, and electronjc Januszkiewicz
accessories. (2007); Hu, Hart
ISP, network services and ddi&2 & Cooke (2006);
processing. Siponen (et al
Software 123 2006); Smith
Other telecommunications 158 (2006)
Other information services 14 Information Perceived 9,10 | Pahnila (et al.
Total: 308 Quality Importance 2007)
Source: INEGI 2004 Pe_r_ceived 11 - | Pahnila (et al
Utility 13 2007)

Based on the previous information, and having al tot 398
organizations divided in 5 sectors whose main s/ are
realized on the IT area the sample size to pertoisresearch
can be determined using the formula proposed bl (1Y

TABLE Ill. METHODOLOGICAL MATRIX FOR INDEPENDENT
VARIABLE: REWARDS

2pqgM
Ne? + z%pq

(1)

Conceptual Definition: Gratification received by a servige
of favor; is a reinforcement of any type that irages the
possibility of that response [16].

Being n the sample size, whished confidence level (95%),

Operational Definition: Rewards can be used to increase
interest and motivation [22].

success probability (0.5)g failure probability (0.5), e

estimation error (0.05) and the universe (398)
According to this formula and considering the memid
values, the optimum sample size is 195 organization

The final objective will be to identify if a relath exists
between the independent and dependent variables.

TABLE Il. METHODOLOGICAL MATRIX FOR INDEPENDENT

Dimension Indicator Q Author
Interest Interest Level 14 Pahnila (et fal.
2007); Siponen
(et al. 2010)
Motivation Motivation 15 Pahnila (et al
Level 2007); Siponen
(et al. 2010)

VARIABLE: INTENTION



TABLE IV. METHODOLOGICAL MATRIX FOR INDEPENDENT Indicators
VALUE: PENALTIES

Dimensions

Conceptual Definition: A penalty is any consequence tha T terestCavel
diminishes the likelihood for any particular respenit adds aneve (abrilerinonen & Mabmood, 2007,

Rewards

Motivation Level
(Pahnila, Siponen & Mahmood, 2007;
Siponen, Pahnila&Mahmood 2010;)

Operational Definition: Penalties are originated by the

) ! A A Siponen, Pahnila & Mahmood 2010)
something unpleasant to the environment, so theviehis
Deterrence General Theory, which suggests thataioe

=3

severity and velocity affect people decisions [18].

weaken [16].
Figure 2. Independent Variable Rewards.

Dimension I ndicator Q Author
Certain Certain Level | 16,18 D’Arcy y Hovav o Indicators
(2004), quoted Dimensions
by Herath (et al (D‘Arcyygz\r/t:\i/rjé_ggzlquotedby
2009) o £aNNIE et
et al. ariable %
Severity Severity Level 17,18 D’Arcy y Hovav _ _
(2004) 1 q u Oted (F:i;:tlii)sos; (D'Arcy yai‘ifzr\llt.y;beo\f;uoted by

Pahnila et al, ——m Herath et al. 2009; Pahnila,
by Herath (et al i

. Siponen & Mahmood, 2007)
2009); Pahnila

(et al. 2007)

Velocity Velocity Level | 19 Pahnila (et 4 Velooity Leyel

) Velocit (Pahnila, Siponen & Mahmood,
2007) o T oo

. . Figure 3. Independent Variable Penalties.
Based on these matrix Fig. 1, 2 and 3 are propoey, au P ! '

summarize the relation of the variables with ttiBimensions
and indicators and the authors that support it.
Finally, Fig. 4 presents a detail conceptual moebelante,

which shows the independent variables and theécefin the [ inoerenpent — T
H VARIABLE
dependent variable. WHDICATOR
i Social Influence
Atitude
—
Indicator INTENTION T
Social Influence —> —
Dimensions (Herath y Raghav, 2009; Self-efficacy  |—p» Consciernce
Malcolmson, 2009; Siponen, Pahnila
& Mahmood, 2006; Siponen, Pahnila
Attitude &Mahmood 2010; Siponen, — Perceived
(Beautement, Sasse & Mahmood y Pahnila 2009; Pahnila, L m Impartance ’__+_|
Wonham, 2008; Siponen & Mahmood, 2007) —> Quality
—»| Blanke, 2008: — [ Ferceived Utity SECURITY
Malcolmson, 2009; L, C(;I\(/)IIF_’ :_(jlilﬁl;:\ISCE
Siponen etal. 2010) Theads Evaluation REWARDS
(Malcolmson, 2009; —»I Interest [_> | Interest Level |
Pahnila, Siponen & Mahmood, 2007;

Siponen, Pahnila & Mahmood, 2006;
Siponen, Pahnila& Mahmood 2010)

— Motivation > Motivation Level

Independent ) Visibility ,
Variable (Siponen, Mahmood & Pahnila 2009;
Self-efficacy Siponen, Pahnila & Mahmood 2006;
(Blanke, 2008; Herath Siponen, Pahnila & Mahmood 2010;
ghav, 2009: Wilmot, 1987)
Intention Siﬁoiif‘h:rﬁozoo%e_ PENALTIES > Certan l_, Certain Level

Siponen, etal. 2010) Conscience

(Blanke, 2008; Dowell, 2004;
Januszkiewicz, 2007; Hu, Hart y

Cooke, 2006; Siponen, Pahnilay —b
Mahmood 2006)
Smith, 2006)
—F Welocity Level

Perceived Importance
—»| (Pahnila, Siponen &
@:::‘“ya";gm;gg;‘, Mahmiaod, 2007) Figure 4. Conceptual Detail Model ex ante.
L Wimot, 1987; Feruza, |— 1
2008)

Perceived
Utility(Pahnila, Siponen
yMahmood, 2007)

Figure 1. Independent Variable Intention.



The results for every survey can have values agwtt the

VII. MEASUREMENT INSTRUMENT

Tables 5, 6 and 7.

TABLE V. VALUE RANGE

Maximum Value
19

Minimum Value
1

TABLE VI. VALUE RANGE FOR EVERY VALUE

Variable Questions Minimum | Maximum
Intention 1-13 13 65
Reward 14-15 2 10
Penalty 16-19 4 20
Security 1-19 19 95
policies

compliance

TABLE VII. TOTAL

Maximum Value
95

Minimum Value
19

TABLE VIIl. MEASUREMENT INSTRUMENT

information security are severe.

18. | follow with all the security measures indicated
the security policies to avoid any penalty.

19. Penalties are applied every time that a secyrity
policy is broken, immediately after the incident.

VIIl. CONCLUSIONS

Security is a topic that any organization no maitt®rscope,

market or size can let at a side. Security guakdys,

passwords, encryption, access control, ACLs, fiteswa
antivirus and many other tools fight every secogdirst a

very long list of threats: virus, worms, hackermsgakers, not
authorized access, DoS, manipulation, theft andrinétion

lost.

The first thought for many people is that there specific

groups whose only purpose is to break organizatsasirity

and cause information damage. However, even thduigha

real problem, is not as bad as the attacks thabagemated

within the organization.

Unfortunately, attacks caused by employees, innsaous or

unconscious way, generate more problems and segcurit

breaches than any external threat.

Information security becomes a vital aspect anceffective

1. lusually follow_the recommendatlon_s _that my b )S%vay to protect it and involve everyone in this @eg is the
or coworkers give about security policies. use of security policies.

2. | alwa_lys try to help my coworkers to follow the This research pretends to point out the elemeatsttave the
secu_rlty policies. _ — most significant influence in the employee’s aceepe

3. | think that any security breach inside My, cess towards a security policy. In base of présearch it
organization will have an effect on me. could be inferred that intentions are the main diadhat

4, If 1 detgct a secunjty breach, | report it and b&ha 4ftects this process.
according to what is established. - For punishments and awards, is more complex toiqréueir

5. Security policies are properly distributed insile [ coyrelation and the degree in which they couldaftae final
organization. . _ employee’s behavior. The reason for this is thetethare too

6. The security policies are located in an accessiblgany factors that could influence people to one sid the
place that allows me to consult them whenever bther. These kinds of variables have to be casefidifined
need. before any measurement instrument can be applied.

7. 1 know the existence and content of the securitgstablish if the awards would be tangibles or igiales and
policies. the period of time in which they would be given.rRbe

8. | am conscious about the consequences that can penalties the employees have the right to know yevierg
generated against me or the organization if I do|nabout them, like duration, severity and any ottrracteristic
follow the security policies. that could influence the reaction towards them.

9. The information given to me allows me [to Once all the factors are identified, the organarathas to
comprehend the importance of the secufityacquire a compromise at every level to follow theeusity
policies. policies and to invest all the resources that ageded to

10. The information use related to security incrementpromote the employees’ compliance with them aceoordiith
the value of our duties. the expected results.

11. Information provided about security policies |is
easy to understand. IX. REFERENCES
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